This paper provides an introduction to Wireless Sensor Networks (WSN), their applications in the field of control engineering and elsewhere and gives pointers to future research needs. WSN are collections of stand-alone devices which, typically, have one or more sensors (e.g. temperature, light level), some limited processing capability and a wireless interface allowing communication with a base station. As they are usually battery powered, the biggest challenge is to achieve the necessary monitoring whilst using the least amount of power.
INTRODUCTION
A Wireless Sensor Network is simply what it says: a network of sensing devices connected together, and usually to some kind of a base station, by wireless means. What is sensed, how often, how much pre-processing is done, and how often the values are communicated with the base station are all variables which have to be traded off against the use of power. Most WSNs are now based around devices which are called motes. Each mote will consist of a processor, some on-board memory (both ROM and RAM), a radio transceiver, one or more sensors and a power source. Some motes also offer a Global Positioning System (GPS) receiver, for those applications where precise positioning is important to the data capture and use. The processor will usually run a small operating system and support a set of network protocols. Data rates and distances supported by the wireless link are usually low (hundreds, or even tens, of Kbps, instead of Mbps, tens of metres instead of hundreds of metres), compared to other networking schemes.
Network Topologies
It is important that each mote is able to communicate with a base-station, so that the data gathered can be collated and acted upon, This is because the limited processing capabilities and power availability of each mote restricts what can be achieved on-board. Typically, the base station will be a normal PC, with a compatible wireless network interface. It is also important that the distance which each mote can be placed from the base station is not restricted by the low-power radio interface. Hence it is common for network topologies based on a mesh approach to be used. Figure 1 illustrates some of the common network topologies that are allowed. In the mesh topology each node can act as a relay for other nodes. If a link becomes congested or a node fails then data will automatically be rerouted via alternate paths. In the twotier hierarchy, individual motes communicate with a local base station, which in turn communicates with a central coordinator. The radio interface for the latter will usually be higher powered and operate at a different frequency than that used by the motes (see section 1.2). In some cases, the communication between local base-stations and the central controller could be by a normal wire-based network, e.g. Ethernet.
Routing strategies for the mesh connected networks are a topic of much interest in the research community. The ones in common use are simple adaptations of those used by the Internet, based on shortest path or link-state considerations. However, because the processing capacity of each mote is limited, some sophistication in applying routing algorithms has to be lost. As most motes are battery powered, it is likely that the minimum cost calculation for a route will be based more on minimising the power used than on other metrics. Mesh networks offer a number of other advantages to control applications. Usage can grow on demand as it is easy to add extra motes, without having to disturb the existing infrastructure. All that is needed is that at least one existing mote is in radio range of the new installation. Using a mesh of wireless sensors minimises the need for detailed site surveys and/or plant modifications. In addition, as each link distance is short, power usage can be minimised and the available spectrum can be used more efficiently. 
Wireless Interface
Many motes were developed with proprietary non-compatible wireless interfaces, typically operating in the non-licensed bands. However it is becoming increasingly common for motes to use the Zigbee network standard (2), which is based around the IEEE 802.15.4 physical interface. This operates in the unlicensed bands (868 or 915 MHz, 2.4 GHz) and offers a full set of protocols optimised for low-power operation. The Zigbee standard can support mesh networks with up to 65000 nodes, which will far exceed the size of most sensor nets currently envisaged. However, applications which need up to 100000 sensors nodes have been talked about, so this may become a real limitation. All the variants of Zigbee rely on line-of-sight radio transmissions, but different implementations can offer very different maximum ranges between motes. A combination of higher transmitter power than the standard advocates (0.5 mW) and better receiver sensitivity (-85 dBm @ 2.4 GHz, -92 dBm @ 868/915 MHz) can improve the maximum range between motes by a factor of 2. Of course, the higher transmit power must be traded off against battery life.
APPLICATION AREAS

Environmental Monitoring
Sensor networks can be deployed to monitor temperature, humidity, light levels or other environmental parameters where this might have an effect on whatever needs to be controlled (which may, of course, be the environment itself). Like all other application areas, how often measurements are taken and how often they are communicated to the central base station must be traded off against power usage. One possibility might be to deploy a wireless sensor network for a short period of time, to establish the normal operating conditions, before reverting to normal methods of control/feedback. The key advantage of a wireless system is that it can be significantly cheaper and more flexible than installing, maintaining and upgrading a wired system. This has to be traded off against the potential difficulties associated with using any battery powered devices -they may fail due to lack of power if a strict programme of battery changes is not adhered to.
Process Monitoring
A WSN could be used in place of a wired system to monitor (and potentially control) parameters within a production process e.g. chemical concentrations, temperature of a product. The trade offs are the same as mentioned in Section 2.1 -cost and flexibility against the need to monitor/manage power usage. 
Temporary/Emergency monitoring
A WSN could be deployed to monitor (for example) water levels in an area where flooding was considered imminent or toxic gas levels in a mine or other enclosed space.
Military uses
WSNs were originally conceived in military-related research as a centre point for gaining battlefield intelligence, without unnecessarily endangering the lives of servicemen. They could be used to detect the use of chemical, biological or even nuclear weapons as well as monitoring troop or military vehicle movements.
Habitat Monitoring
One of the great problems of observing the behaviour of animals and plants is the effect of the observer on that behaviour. The use of WSNs could remove this problem entirely. One of the best known early deployments of a WSN was on Great Duck Island, Maine, USA, where a team of researchers deployed a range of sensors in and around the burrows of Leach's Stormy Petrel, a bird which forms a large colony on that island for breeding purposes. The transmitted information was made available via the World-Wide-Web, via a base station connected to a satellite link (3).
Structural and Building Monitoring
The health of structures such as buildings, roads and bridges is usually monitored by manual or visual inspections. The deployment of WSNs could make this much more real-time and responsive. This might be particularly attractive in areas which are prone to earthquakes so that their condition could be established quickly and easily after a destructive event. It may be possible, in the future, to design a structure that uses real-time sensor information to perform "echo-cancellation" of seismic waves, in an attempt to cancel out the effects of external disturbances (3).
Mobile Applications
The use of WSNs to monitor the position of, for example, stock-picking palettes in a warehouse could be one of many possible mobile applications. One limitation is the short range of the radio signal, which means that the mobility would have to be confined to a known area.
RESEARCH CHALLENGES
Energy-aware Routing Strategies
WSNs are at their most useful when they can take advantage of their self-organising properties. However, their limited processing power, and their desire to do as little processing as possible (to conserve power) mean that routing strategies have to be simple. This can lead to the classic routing problem of bottlenecks, where all traffic is routed through one node, leading to congestion and poor service. As most power-conserving strategies are based on sending nodes to sleep for extended periods of time, a particular challenge is the co-ordination in time of the wake-up periods so that routing nodes are awake when needed.
Provision of Quality of Service
New applications, such as surveillance, involve the use of services which demand attention to the provision of Quality of Service. It is not at all clear how WSNs will address this challenge, of how to provide sufficient bandwidth, low delays and low jitter to support video signals, and urgent research is needed. This problem is intimately tied in with that described in Section 3.1, because the route taken by individual packets will have a clear impact on the QoS offered by that overall link. This problem will need to be addressed by attention to all the layers in the protocol hierarchy, not just the MAC layer or the Network layer, and good cross-layer design principles will need to be established.
Power-saving methods
It is crucial to ensure the longest battery life for each sensor mote but this can not be achieved just by turning the transceiver off for long periods of time. Sensor nodes communicate using short packets and if the transceiver is turned off during every idling slot it is possible to use more energy than necessary because of the dominance of start-up energy (5) . In addition, the influence of routing strategies on how often intermediate nodes can be shut down can cause significant energy use. More intelligent power-saving modes, whilst still guaranteeing full functionality, are urgently needed.
Error Control
WSNs are increasingly being used in application areas which demand high reliability of information. If that information is needed in real-time then forward error control techniques must be employed. However, these tend to be computationally intensive and the low processing power available on individual motes may not be sufficient for fullscale robust error control techniques. Methods using diversity of sensing are being explored but much more work is needed.
Security
As with any other wireless network, security is a crucial concern. By definition, data (whether sensitive or not) is broadcast and may be intercepted by un-authorised parties. Traditional encryption methods are computationally intensive and (like error control) may not be able to be supported by individual motes. Other security concerns, such as unauthorised use of resources, are of lesser concern because of the nature of the network.
CONCLUSIONS
Wireless Sensor Networks will be of increasing importance in the field of control engineering, as they will in many other application areas. WSNs consist of interconnected computing devices, commonly called motes, which offer sensing ability, limited processing capability, limited storage and a radio interface. They can offer a lower cost and more flexible approach to providing information to a central controller or data base than from traditional wire-based networking solutions. Network topologies can include a full mesh-approach offering alternate routes to a base-station or a two-stage approach with local base stations communicating with a central controller using an alternative wireless (or wired) approach. Most motes are now using the Zigbee standard to implement their networking capability.
Major challenges to their widespread adoption include the issues of bandwidth availability (to ensure Quality of Service), energy usage and security concerns. The research community is putting great effort into solving these challenges so that WSNs can be more widely used.
